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        private void button1_Click(object sender, EventArgs e) 

        { 

            Application.Exit(); 

        } 

 

        private void textBox1_TextChanged(object sender, EventArgs e) 

        { 

            if (textBox1.Text == "done") 

                button1.Enabled = true; 

 

        } 
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** Some software development platforms don’t produce executable 

machine code that directly runs on a processor. Instead, they generate some 

kind of intermediate representation of the program, or bytecode. This 

bytecode is then read by a special program on the user’s machine, which 

executes the program on the local processor. This program is called a virtual 

machine. 

 

** Two common virtual machine architectures are the Java Virtual Machine 

(JVM) that runs Java programs, and the Common Language Runtime (CLR) 

that runs Microsoft .NET applications. 

 

** Reversing bytecode programs is often an entirely different experience 

compared to that of conventional, native executable programs. First and 

foremost, most bytecode languages are far more detailed compared to their 

native machine code counterparts. For example, Microsoft .NET executables 

contain highly detailed data type information called metadata. Metadata 

provides information on classes, function parameters, local variable types, 

and much more. 

 

** .NET programs are compiled into an intermediate language (or bytecode) 

called MSIL (Microsoft Intermediate Language). MSIL is highly detailed; it 

contains far more high-level information regarding the original program 

than an IA-32 compiled program does. These details include the full 

definition of every data structure used in the program, along with the names 

of almost every symbol used in the program. 
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** obfuscators—programs that try to eliminate as much sensitive 

information from the executable as possible (while keeping it functional). 

 

** Because of the inherent vulnerability of .NET executables, the concept 

of obfuscating .NET executables to prevent quick decompilation of the 

program is very common. This is very different from native executables 

where processor architectures such as IA-32 inherently provide a decent 

amount of protection because it is difficult to read the assembly language 

code. IL code is highly detailed and can be easily decompiled into a very 

readable high-level language representation. 

 

** Common strategies for obfuscating .NET executables: 

- Renaming Symbols 

- Control Flow Obfuscation 

- Breaking Decompilation and Disassembly 

 

��

�������l;2�.1��.�3q����

�|�Q}-�:
�,����;2�A��������l;2����01����ZH�
�*��{���3~����

��

74499=showtopic?php.index/com.forum-0002arabteam.www://http��

��

�����,
��/9�=�l;2DNGuard HVM���������$���1��0!{$I�A�C����	$���X;$���=�81�

CrackIt���
��



����������	
��
��������������������������������� ����!"!#���
$%� �

� �

� �

 

 ��

��
��

W�f3Q�:b@���-��@�8�� ���������e,{��#�������X��������*;�
�C���.������Ytt��
��

�*K�N���:%H��BL�Add��i��,
�(�R=����

��



����������	
��
��������������������������������� ����!"!#���
$%� �

� �

� �

 

 ��

��
��

����	����B����(�R�����������)�'�r��

��

��



����������	
��
��������������������������������� ����!"!#���
$%� �

� �

� �

 

 ��

��
��

�*K�N���:%H��BL�Protect����

���3����F�/�����`�,�����=���

��



����������	
��
��������������������������������� ����!"!#���
$%� �

� �

� �

 

 ��

��
��

��

����?�@�����BL����)�'�r����	���W���O�{���Y�������
���Reflector�������#��$mE���$!��Z�I��=�

��,!���^,����b
�	����
��

��



����������	
��
��������������������������������� ����!"!#���
$%� �

� �

� �

 

 ��

��
��

��

������,/�'�FhO��;/ ���
��



����������	
��
��������������������������������� ����!"!#���
$%� �

� �

� �

 

 �	

��
��

��

�=�uV����,
�����������Skater �81����
��



����������	
��
��������������������������������� ����!"!#���
$%� �

� �

� �

 

 �


��
��

��

��

��

 

��

�0!{����B������
��



����������	
��
��������������������������������� ����!"!#���
$%� �

� �

� �

 

 ��

��
��

��-��P������l;����	�������2�.3����!� �x�<	I�L����7�	�
���������Ltt��

CqH�'�=�CR,{'�����;2�����=�junkie��:
�,����;2�A���

144660=showtopic?php.index/omc.forum-2000arabteam.www://http��

��

��

�hb
�BL��B�,������

�� z'�{�������,
�|���������!� �obfuscators���@�,�R��)*�+
����

�� �����
��/�'���=��/{'�{I�����������	�������2�.3����!� ����obfuscators 

��

��

�������F���-��B��o�H����A��2���
����'���



����������	
��
��������������������������������� ����!"!#���
$%� �

� �

� �

 

 ��

���F�O�B�=�&�BL��X�������;2����n�H<��.4�I��C��V�.�b�	���A����
��

��

��R8�k��

F�G9-�T�� ����)u�5<���'G����L���%����A����

Reversing: Secrets of Reverse Engineering 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
15-2-2008 

 


